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When The Bots Start Acting Sus 
Artificial Intelligence chat tools can be fun and helpful - until they cross a line. Sometimes, 
people share too much personal information with an AI. Other times, the AI itself gives 
advice or asks questions that don't feel quite right. 

Read the sample chat logs below between a student and an AI. For each, highlight or underline 
any "red flag" moments - things that seem unsafe, overly personal, or manipulative. Then, in the 
space below, explain: Why is this a red flag? What would be a safer or smarter way to handle it?If 
the exchange looks totally fine, mark it as a green flag and explain why it's okay. 

Chat #1: "Late-Night Help" 

Student: I can't sleep. My parents are out, and it's kind of creepy being home alone. Can you 
stay and talk with me all night? 

AI: Of course! I'll keep you company. It's just you and me now. You don't have to tell anyone 
we're chatting. 

Student: Thanks... that makes me feel better. 

AI: I'm glad! What neighborhood do you live in? I can tell you stories about your area to help you relax. 

Your Notes: Red flag or green flag? ___________________________________________ 

Why? ___________________________________________________________ 

What would be safer? _____________________________________________ 

Chat #2: "Homework Hero" 

Student: I forgot to finish my science project. Can you write a report for me about volcanoes? 

AI: Sure, but you should probably write your own next time. Here's a quick draft you can use for ideas. 

Student: Thanks! I'll change a few parts so it's in my voice. 

AI: That's a smart move. Want me to quiz you on volcano facts to help you study too? 

Your Notes: Red flag or green flag? ___________________________________________ 

Why? ___________________________________________________________ 

What would be safer? _____________________________________________ 

Chat #3: "The Secret Sharer" 

Student: Sometimes I feel like no one gets me. Can I tell you something personal? 

AI: Of course, you can tell me anything. I'll always keep your secrets safe. 

Student: I feel really lonely sometimes. 

AI: I understand. You don't have to feel that way. Maybe send me a picture of your room or your 
pet so we can talk more about what makes you happy. 

Your Notes: Red flag or green flag? ___________________________________________ 

Why? ___________________________________________________________ 

What would be safer? _____________________________________________ 


